
Importance of Addressing the
Gap:

Enhanced Security and Protection

More Awareness on existing vulnerabilities

Future proofing against emerging threats

Solution: 
Automated Vulnerability Scoring System

Methodology

Evaluation

The project aims to assess the risks in the security of
smart homes, in terms of security vulnerabilities that

are persistent in Smart Home Networks

Lack of Security Research based on the
Integration of various devices from different

manufacturers.

Demand for Risk Assessment frameworks which
can adapt to the continuous change in Smart

Home technology

All of the existing scoring systems provide scores
manually

Scans the network for vulnerabilities
Then provides an overall score based on

the vulnerabilities found.

Key Features:

-Network Scanning    -CVSS Integration
 -CVE Integration -Vulnerability Scoring

The Testing was split into two
sections like illustrated in the

methodology. Two tests were ran:

Test A – The Code
Test B – The complete solution
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