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Introduction:

The project aims to assess the risks in the security of
smart homes, in terms of security vulnerabilities that
are persistent in Smart Home Networks

Research Gap:

Lack of Security Research based on the
Integration of various devices from different
manufacturers.

Demand for Risk Assessment frameworks which
can adapt to the continuous change in Smart
Home technology

All of the existing scoring systems provide scores
manually

Importance of Addressing the
Gap:

Enhanced Security and Protection
More Awareness on existing vulnerabilities

Future proofing against emerging threats

Solution:
Automated Vulnerability Scoring System

Scans the network for vulnerabilities
Then provides an overall score based on
the vulnerabilities found.

Key Features:

-Network Scanning -CVSS Integration
-CVE Integration -Vulnerability Scoring

LONDOM
DIGITAL
INSTITUTE

GRAD
E X

25TH ANNIVERSARY

UNWERSITY I

UNMLIMITED CONNECTIONS

Technologies Used: Interface type:

Nmap
Python 3

CVSS (Scoring System)

: ) The solution uses a command line
CVE (Vulnerability Database)

interface CLI
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Methodology

Waterfall Methodology: MoSCoW:
This methodology was
used for outlining
requirements and testing

The solution was managed using
the Waterfall methodology

Implementation was split into two I——I_I I:I
stages.
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Testing and Results

Requirements are
organised under 4
sections:

Must have
Should have
Could have
Won't have

A-Code
B - Complete Solution

The Testing was split into two
sections like illustrated in the

methodology. Two tests were ran:

Test A-The Code
Test B - The complete solution

erall Vulnerability Score: 5.1/18
dium risk detected: Review and prioritise patches or mitigatior
an complete.

Evaluation

_ Contributions:
Findings:
Security awareness
Solution which addresses
weaknesses
More compliance

Security flaws in Smart Home Systems
Lack of security standards

Dependencies of Smart Homes

Lack of risk assessment material for smart
homes

Future Works: This projectis only the starting point!
* Research into integrating machine learning

+ Mitigation strategies for vulnerabilities found

* Improvements to Smart Home Security



